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1. TepMuHBI K onpeeIeHUA

MHCTPYKIUSL

1.1. ABTOMaTH3UpOBaHHOE pabodee MECTO — [IPOrPaMMHO-TEXHAUECKUH KOMILICKC,
TIpeIHa3HAUYEHHBIA U1 aBTOMATH3AINHA JIeSITETBHOCTHU OINIPEJICTICHHOr0 BA/IA.

1.2. iHpOpMAaIKOHHas CHCTeMa MEPCOHaTbHBIX JIAHHBIX = COBOKYITHOCTB COJIEPIKAIXCSI
B 06a3ax JaHHBIX MEPCOHAIBHBIX JaHHbIX U oBeceunBAIONIIX BX 00paboTKy HHPOPMAIHOHHBIX
TEeXHOJIOTHH ¥ TEXHUYECKUX CPEICTB.

1.3. O6paboTka TIepCOHANbHBIX ~JAHHBIX = moGoe neiictBue (omepamms) HIHA
COBOKYTTHOCTB JISHCTBUH (omeparuii), COBEPIIAEMBIX C HCIIOJIBL30BAHUEM CPEJICTB aBTOMATH3AUI
i 6e3 MCIOJIb30BaHMs TAKHX CPEJCTB € NMEPCOHATLHBIMA JIaHHBIMH, BKIIO4Yas cOOp, 3alHucCh,
CHCTEMATH3AIMIO, HAKOIUICHHE, XPaHEHHE, YTOYHCHHE (oGHOBNIEHN)E, U3MEHEHNE), U3BJICUCHHE,
JCIIONIb30BaHme, nepenady (pacnpocTpaHCHHUE, TIpeNOCTABICHHE, JOCTYID), 00e3TMYUBaHKE,
GIIOKMpPOBAHHE, yIATEHHE, YHHUTOKCHAE NEPCOHANBHBIX TaHHBIX.

1.4. KouduneRManbHOCTs HHPOpMALMH — 06s13aTeIbHOE JUISL BBIIOJIHCHUS JIHIIOM,
MOJNYYMBIIAM JOCTYIl K ompe/e/ieHHOH HMHpOPMALKH, TpeGoBaHUe HE IepeaBarb TaKylo
pHOOPMAIIHIO TPETHHM JTHLAM 03 COracHs ee obnaaarens.

1.5. IlepcoHanbHbIC TaHHBIC — J06ast nH(OpPMAILIHS, OTHOCSIIAACS K TIPSIMO HJIH KOCBEHHO
OIpeJIeIEHHOMY HJIF OTIPENIETIACMOMY usmgeckomy Iy (CyOBEKTY MEPCOHATBLHBIX JIAHHBIX).

1.6. Tlosb3oBaTeb HHMOPMAIMOHHOH CHCTEMbl IMEPCOHATBHBIX JAHHBIX — pPabOTHHK,
OCYIIECTBIISIOUMH  00pabOTKy  [EpPCOHATBHBIX JaHHBIX B HMHGPOPMAIMOHHOM ~ CHCTEME
TepCOHABHBIX J[AHHBIX.

1.7. Cpencreo 3aIiuThl uHpopMaIU — TMPOrpamMMHOC obecrieuenue, IMPOrpaMMHO-
ammapaTHoe — obecrieyeHue, — alnaparHoe obecrieueHre, BEIIECTBO WM MaTcpHal,
[IpeIHA3HAYEHHOE UM HCTIONB3yEeMOe LTS SAIIATRI uH(pOpMALIKH.

2. OOmue MoJIOKEHHS

7 1. Hacrosmas VHCTpYKIHs IO MapOJIbHOM 3aIATE urpopmamuu B MAZIOY JIC NelO
(nanee — VHCTpyKuus) yCTaHaBIMBACT TpeGoBaHusl M OTBETCTBEHHOCTH TMpH opraHu3aluu
1apoJBHOM 3alUThl MHPOpPMAIUH, 8 TAKKE oIpeJelisieT MOPSIOK KOHTPOJI 33 JNEUCTBUAMH
HoJp30BaTeNiell W OOCITY)KHBAIOIIEro IepcoHata MH(pOPMALMOHHBIX CHCTEM MEPCOHATBHBIX
nanHbIX (nanee — ICI1JIH) mpu paboTe ¢ NapoIsMH.

2.2. TpeGoanusi HacTosuied MHCTPKIHMH ABIAIOTCA 00s3aTeIPHBIME ISl HCTIOTHEHHS
BCeMH IIOJIb30BATESIMH M aJMHUHHUCTpaTOpaMH UCTIla MAJZIOY JC NelO (manmee —
Vupex/eHue), UCIOIb3YIOIUMH B cBoei paboTe cpesicTBa BBIYUCIIATEILHON TEXHUKH.

2.3. Bce monp3oBaTeNd U aIMHUHUCTPATOPEI UCIIln YupexaeHus, UCIOJb3YIOIHKE B
cBoei paboTe cpeAcTBa BEIMHCITATE/ILHOM TEXHUKH, JOJDKHBI ObITh O3HAKOMJICHEI TpeOOBaHUSAMH
pacTosme MHCTpYKIMH 10/1 OIIHUCE.

2 4. Hacrosmas MVHCTpYKUUs SBISETCS JIONOJIHEHHEM K JEHCTBYIOIUM JIOKAJIbHBIM
HOPMATHBHbIM aKTaM (BHYTPEHHUM JOKyMEHTaM) [0 BOIPOCaM obecrieyeHnst 06€30IIaCHOCTH
cBeneHMH KOH(HICHIMATBHOTO XapakTepa, B TOM {HCIC I TIepPCOHATBHBIX JAaHHBIX (Hanee —
[1J11), ¥ HE UCKITFOYACT 00s13aTeIbHOr0 BBIIIOJIHEHHUS UX TpeOOoBaHUH.
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3. Tpe6oBanus, npexbsaB/sieMbie K HIeHTHPHKATOPaM (K01aM) H NAPOJIAM (HOPSIOK
dopMupoBaHHS U 00PAIIEHHs ¢ HUMH)

3.1. Asropusanusi  mome3oBarenedi  MICIIJIa  ocymecTBiasercss  myTeM — BBoJa
HICHTH(HUKATOpA W/UITH TTAPOJIsL.
3.2. Tpe6osanus K HOpMUPOBAHHIO NAPOJIEH 1 OOPAIIEHHUIO C HUMH.

3.2.1. Ilapons (QopMupyeTcss INpPH CO3JAaHMM YYETHOW 3aMMCH OTBETCTBEHHBIM
ob6ecneuenne 6ezonacHoctu [1JIa 8 UCIT/In wiu agvuauctpatopom MCIIJIH, npu nepBuvHOM
BXOJIE€ B YUETHYIO 3aIIMCh MapOJIb JOJDKEH ObITh H3MEHEH BJIJICTIbLIEM.

3.2.2. Bnazenslbl JHYHBIX TapoJiell 00s3aHbl 00eCTIEYHTh UX TaKHY.

3.2.3. Tlaponu reHepUpyIOTCs C y4ETOM CIEAYIOIUX TPEOOBaH !

—  MapoJjib JOJDKEH 3HATh TOJIBKO €ro BIIAJICIICII;

—  JUIMHA 1apoJist I0JDKHA OBITH HE MEHee 8 CHMBOJIOB;

— B mapone 00S3aTeNbHO J0/DKHBI IPUCYTCTBOBATh KaK MUQPHI, TaK U OYyKBBI Ha
BEPXHEM U HIXKHEM PErucTpax;

—  mapomb He JOJDKEH BKJIIOYATh CMBICIOBYIO Harpysky (uMeHa, hamuiuy,
HAUMEHOBAHMS OpraHHW3all|if, YJIHWI[, TOPOJOB M T.I.), OOLIENPHUHSTHIC
cokpamtenusi (userOl, password02 u T.m.) ¥ MOCIENOBATEIbHBIC COYECTAHHS
kiaBum Kiaasuarypsl (qwertyOl, Unyken12);

—  MakCHMAaJIbHBIN CPOK JEUCTBHsI mapoiisi cocTapiseT 120 nuei;

—  MUHHUMAJBHBIH CPOK JAEHCTBHS TTAPOJISl COCTABIISAET 2 JIHS;

—  KOJIMYECTBO HEY/Ja4YHBIX MOIBITOK BXO/a B CHCTEMY, IPHBOIAIIEE K OIIOKUPOBKE
YUETHOM 3aIMCH [0JI30BATelIsI IOIDKHO OBITh HE GoJtee 6.

3.2.4. TpeboBanuss K (OPMHPOBAHHIO IApOJIEl OOECIECYUBAIOTCS TEXHUUCCKHMU
BO3MOXKHOCTSIMH HCIIONTb3YEMbIX ONEPAIMOHHBIX CHCTEM, CPEICTB 3allUThl HHpOpMAIHMH H
HH(POPMALIMOHHBIX PECYPCOB.

3.2.5. Tlomumas mIaHOBas CMeHa TMApoJiell IOJIb30BATENE€H JOJDKHA IPOBOIUTHCA
pEryJISIpHO, HE PEsKe OJJHOTO pa3a B 1oJro/ia. Bueruianosas cMeHa mapoJis IPOU3BOAUTCS B Cllydae
ero KOMIIPOMETAIINH, a TaKKe 1o mpockOe nompsosareis UCII/H.

3.2.6. Xpanenue monbsoBaressivu MCII/[u 3HaveHni CBOMX Iaponeid Ha OyMaKHOM
nocureine SAITPEIIEHO.

3.2.7. Tlomp3oBaTenb HE MMEET IpaBa COOOIMTH JIHYHBIA IapoJib APYIHM JIMIAM
(pa3pemaeTcsi TOJNBKO € COIVIACOBAHHS OTBETCTBEHHOTO 3a OOECIEUCHHE 0€301MacHOCTH WJIH
agmunnctpatopa VICTIJIH TpM HalMYud TEXHOJOTUYECKOH HEOOXOIMMOCTH HCIOJIB30BAHMS
FIMEH U T1apoJiell pabOTHUKOB B X OTCYTCTBUE B CIIy4ae BOSHUKHOBCHHS HEIITATOHBIX CUTYaIlUH,
hOpC-MaXOPHBIX 06CTOATENBCTB U T.11. [0 Bo3parennio paboTHHKH 0053aHbI Cpasy XKe CMCHUTH
CBOY TapOJIH HAa HOBBIE 3HAYCHHS COITIACHO JIAHHOH NHCTPYKIMH).

3.3. Tlopsmok cMeHBI apoieil ¥ HIEHTU(YHUKATOPOB P H3MEHEHHSIX B OPraHH3allHOHHO-
IITATHOM CTPYKTYpe (KaapOBBIE IEPECTAHOBKH, YBOJIILHCHHE pabOTHUKOB):

3.3.1. Ilpu mpeKpaIieHuy JAeHCTBHS TPYIOBOTO J0TOBOPA ¢ PAOOTHUKOM BCE CO3NAHHBIC
JUISL 5TOr0 PabOTHHKA yUeTHbIE 3alUCH (ONB30BATENIHCKOS MMST) MOIEKAT OJIOKUPOBAHMIO HE
T103/THEE, YeM B JeHb YBOJIbHEHHS paGoTHUKA. [10JIHOE yIaeH!e yYETHBIX 3aIHCeH MPOU3BOUTCS
B TeYeHHH 5 paGodux JHeH co JHs yBONbHEHHs paboTHuKA. OCHOBAHHEM JUIL OJIOKUpPOBaHHUs U
[IOCTIEYIONIEro ylaleHus. YYeTHBIX 3anucedl paboTHHKa SBIACTCA 3aj4BKa, MPE/CTABICHHAA
HETIOCPEICTBEHHBIM PYKOBOJIMTENEM yBOIBHAEMOTO HE MO3/IHEE, YeM 3a 3 paboumx JHS 1O AHI
€ro YBOJIBLHEHHS, a B CIIydae OTCYTCTBHUS 3aABKHU y/IaJICHUE IPOM3BOIUTCSA B ICHD YBOJIBHCHHA.
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3.32. Ilpn mnpOBENEHHMH  OPraHM3aLMOHHO-INTATHBIX  MEPOIPHSTUM (xagpoBbIe
NEPECTAHOBKH) HENOCPE/ICTBEHHBIH PYKOBOAUTENb CTPYKTYPHOTO TIOJpasfieieHus o0Os3an
npeacTaBuThk agMunuctparopy UCII/Iu 3a9BKy Ha H3MeHEHHeE B paBax J0CTYIIA.

3.4. Tlopsanok neHCTBHI IPH KOMIIPOMETALMH HAEHTH(OUKATOPOB U IAPOJIEH.

3.4.1. Tlon xoMmpoMerarueil MOHAMAETCS: yTpaTa Mapojs YYETHOMW 3alkcu | (nn)
Taposisl HICHTH(UKATOPA, PasIIIAlleHUe YIETHOM 3alMCH NapoJis WM Iapolis HIeHTHUKATOpA
(ABHAsE KOMIIPOMETAIIUS), MM MHAS CHTYaIlHsi, KOTOpasi JaeT OCHOBAHME JUISl [PEATIOIOKEHHUS O
HApYIICHUH KOHQHUIEHIMATLHOCTH Napoieil i HICHTHPHUKATOPOB (HesBHAS KOMIIPOMETALIHS).

3.42. llpn BeissBNeHMH (akTa yTpaThl NApoNs, pasIAIEHHs Mapojs, NapoJis
MIICHTH(UKATOPA, CAMOTO HACHTH(HUKATOPA MOIBL30BATENH 00S3aH HE3aMEUTATENHLHO CMEHHUTD
napostb B ICIIJIH 1 coo6muTh 0 TaHHBIX (akTax CBOEMy HEMOCPEICTBEHHOMY PYKOBOJUTEIIO U
OTBETCTBEHHOMY 3a obecnieuenue 6esonacHoctu I1/Ja B UCTI/In wim agmunuctparopy MCIT/TH.

3.4.3. B cnyuae BbIBIeHMS (haKTa KOMIPOMETAUMH HICHTHGUKATOPOB M Tapoleit
nosp3oBatestst anMuaucTpaTop CII/IH uim oTBETCTBEHHBIN 32 0Oecnieuenue Ge3onacHocty 11/
B UCII/In o6s3aH HeMeUIeHHO 3abJI0KMpOBaTh YYETHYIO 3allUCh JAHHOTO IIOJB30BaTeNs |
HE3aMEeUTUTEJIbHO ITPOM3BECTH BHEILIAHOBYIO CMEHY ITApOJIs JUIS 3TOT'O I0JIb30BaTEIs.

4. IIpaBa u 06s13aHHOCTH

4.1.  OcHoBHbIe 3anaun agmuuauctparopa UCIT/Ia:
—  OpraHu3aiys yCTaHOBKH CPEICTB MICHTH(UKAIIMN U Ay TCHTH()UKAIHH;
—  OpraHusaius 1napoiapHo# 3amuTtsl Bo Bcex UCI/IH;
—  BblJa4ya [CPBUYHBIX MApPOJI€d, U 3JIEKTPOHHBIX IEPCOHATBHBIX HACHTH(PUKATOPOB H
[1apoJIEH K HUM;
—  OCYWIECTBJICHHE KOHTPOJIS 38 COCTOSIHUEM CHCTEMBI TapOIbHOMN 3alUTHl HHOPMAIUH
B UCII/IH.
4.2.  Anmunucrparop UCIIJIa umeer npaso:
— BHOCHTH MPEUIOKEHUS IO COBEPIIEHCTBOBAHMIO CHUCTEMBI MAPOJBHOM 3alUTHI
uHpopmanuu B UCIT/IH;
— TpUHHMATh YYaCTHE B IUIAHMPOBAHMM MEPONPHATHH 110 MApOJBHOM 3aImuTe
uHdopmaimu B ICII/IH 1 m1aHUPOBaHHH OCHAIEHHUS CPEACTBAMH MICHTH(DUKAIHHI
U ayTEHTU(UKAIHH;
—  OCYHIECTBJISITH KOHTPOJIb COCTOSIHUS CPEICTB UACHTU(DHKALUN U ayTEeHTH()UKAIMK B
UCIIH;
—  HHHUIMHPOBATH CIIyXKEOHBIE IPOBEPKH U yY4aCTBOBATH B IPOBEIEHUH PACCiIeIOBAHHUIH
110 (hakTaM KOMIIPOMETAIUH;
—  OKa3pIBaTh IIOMOIIb B PELICHUH POOIIEM, BOSHHKAIOLIUX IIPU KCILTYaTalliH CPEICTB
UICHTH(OUKALUY U ayTeHTH()UKAIHH.
4.3.  OOGsi3aHHOCTH B YaCTH NAPOJIBHOM 3aIUTHl HHMOPMAIMH OTPAKEHBI B HHCTPYKLHH
anmuaucrparopa UCTI/IH.
4.4. Tlonezosarensm UCIT/{u B cBOe# paboTe 3ampernaercs:
— coobmars Komy-1u00 CBOHM IMYHBIA Napoib W/WIA Tapoib K OJIEKTPOHHOMY
IIEPCOHATIBHOMY HIEHTU(DHUKATODY;
—  TepeaaBaTh KOMY-JIM0O BbIIAHHBIA 2JIEKTPOHHBIH NIEPCOHATBHBIN HAEHTHPHUKATOD;
— OCYHIECTBJIATH BXOA B omepanuoHneie cucremMsl WUCIIIH u B uHbOpManMoHHBIE
PECypCHI 0] 9yKUMHU HACHTADHKATOPAMHE | IIAPOJISMH;



—  OTKJIIOYATh CPEICTBA UICHTU(DHUKAIIMY U Ay TeHTHDHUKALINH.
4.5. B cmyuae nosiBienus nonospenuit na (haxT KoMIIpOMeTaUK IApOIs, a TaKKe B ciryyae
BBUABICHHS HHIMICHTOB ((DakToB W T.II.), CBS3aHHBIX CO COOSMH B pabore cpencts
HACHTU()HUKAINT U ayTeHTU()HKALHH, TI0Jb30BATEH OOS3aHEbI HEMEJUICHHO [IPOMH()OPMUPOBATE

00 9TOM OTBETCTBEHHOTO 3a o0ecreueHne 6e30macCHOCTH IITa B UCIIJTH mnn agmunmcTparopa
UCIId#.

S.  OTBETCTBEHHOCTH I0KHOCTHBIX JIHII B PaMKaXx CHCTeMbI NAPOJIbHOM 3a MU ThI
HHpopmManuu

5.1. Tlone3oBaTenu, OTBETCTBEHHBIN 33 OOECIEUCHHE Oesonacnoctu I1/n 8 UCII[IH u
ammunuctparop MCII[IH HecyT OTBETCTBEHHOCTh 3a HEHALIENKAINECE HCIOMHEHHE WA
HCUCIIOJIHEHHE CBOMX 00SI3aHHOCTEH, IIPeyCMOTPEHHBIX HACTOSIIEH Wucrpyxkimeit, B npeenax,
OIIPEJICJICHHBIX JEHCTBYIOUIMM 3aKOHOIATEIHCTBOM POCCHECKOI Denepanun. 3a HecoOMOACHHE
TPeOOBaHUH 3aKOHOJATENBCTBA POCCHICKOM OQeziepaly  MPEAYCMOTPEHA TPAXKIAHCKAS,
YTOJIOBHAs, aJIMUHUCTPATHBHAS, JUCIMIUIAHAPHAS OTBETCTBEHHOCTS.

5.2. Tlomp3oBarenu, OTBETCTBEHHBINH 3a OGECIICUEHHE Ge30MaACHOCTH ITa B UCIT/In u
agmMuuucTtparop MCIIJIH HecyT OTBETCTBEHHOCTH 110 ACHCTBYIOLIEMY 3aKOHOJATENLCTBY
Poccutiickoit Denepanun 3a pasriamenue cBeeHMi KOH(HIEHIHATBHOTO XapaKTepa, CTaBIIUX
U3BCCTHBIMH TIPH BBIIIOJIHEHMH CIIy>KE€OHBIX OOSI3aHHOCTEH, B TOM YHCIIE IIPEYCMOTPEHHBIX
Hactosme MucTpykiuei.

6. Cpok neiicTBUS U OPAIOK BHECEHHUS] H3IMEHEHHIA

6.1. Hacrosmas WHcTpyknus BeTymaer B CHJTy C MOMEHTA €€ yTBEPKACHUS U JeHCTByeT
OeccpoyHo.
6.2. Hacrosiuas MHCTPYKIHUS TOUIEXKHAT IIEPECMOTPY HE peXe OAHOIO pasa B 3 roja.

6.3. lV3MeHeHHS M JONOTHEHHS B HACTOAIYI0 MHCTPYyKIIMIO BHOCSATCS NPUKA30M
3aBenyromuid MAJIOY JIC Nel0.
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